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The UK Public Sector is important economically, socially and politically.
Its presence and significance is all pervasive and inescapable. We often
take many of the services it delivers for granted, as they are woven into
the fabric of our everyday life. The sector is at the forefront of technology
use, both in terms of scale and application to deliver some of the
country’s most essential services. It’s an exciting, critical and challenging
sector for all involved.
Fundamentally important to SCC for over 30 years, our depth of
experience and knowledge in this sector has built us a reputation as a
thought leader and trusted advisor. Whether it was being appointed as
one of the first national resellers to deliver technology to the NHS or
being the first provider awarded PAN Government accreditation for our
Secure Cloud Services, SCC has always been a leader in the provision of
technology services to the UK Public Sector. We take great pride in our
excellent client relationships that have been established and developed
over many years. Relationships based on trust, delivery, innovation,
and a commitment to getting things done. We are privileged and proud
to engage together on important and exciting projects which affect
our everyday life. This has resulted in us building one of the strongest
Public Sector track records in the technology sector.
We recognise the rapid pace of change in this sector. The pressure
to innovate, reduce cost and improve efficiency remain ever present
business drivers, demanding more from suppliers and customers alike.
SCC relishes that challenge and prides itself on meeting it time and
time again.
We continue to invest in new technology solutions that help our clients
deliver innovative, citizen-centric services offering value for money.
Whether it’s digital evidencing solutions aimed at reducing crime and
preventing terrorism, big data analytics supporting front line clinical
decision making or providing secure cloud based services, SCC
continues to be at the forefront of positive change.
As technologies such as AI offer us new capabilities we will continue
to be involved in delivering these solutions. We are constantly pushing
technology boundaries to deliver solutions that will enhance and support
the objectives of our customers and ensure the UK Public Sector gets the
best from technology to benefit everyone.

JAMES WALLIS
HEAD OF HEALTHCARE AND LOCAL GOVERNMENT

We are at a fascinating tipping point in the Healthcare sector, especially
regarding the UK’s approach to service delivery and how to establish
models with real longevity.
The Holy Grail still remains the complete patient summary care record,
combined more recently with a fully integrated Health Record across
the multiple agencies touching the patient. This provides the basis for a
single version of the truth and a more integrated approach to care. Utopia
begins at the point that we can gain enough meaningful insight into our
population from the use of new technologies such as data analytics,
to facilitate more proactive, preventative and cost effective treatments
earlier in the process to improve outcomes.
SCC’s objective is to positively affect all of these aspects, through the
Healthcare Solutions we deliver. Feedback provided from our customers
and partners helps to constructively shape our Healthcare portfolio
and we enjoy access to excellent support through our suppliers’ elite
programmes. The projects delivered with high profile Healthcare
organisations continually evidence positive outcomes and we are able
to demonstrate how the solutions we offer facilitate aspirations such as
“pushing care further into the community”, “helping to smooth the patient
pathway” and “helping organisations gather meaningful intelligence from
their data”. Our portfolio achieves these objectives in a multitude of ways,
but often the central focus is to simply help ensure that the right data is
with the right people at the right time. This in turn aids effective decisions
at the point of care and helps create a valuable patient experience as they
move more effectively through the Healthcare system.
Our continued investment in this sector ensures that we continue to
establish increased relevance and value with our customers. Utilising our
significant vendor relationships and large resource capabilities to create
specific Healthcare solutions, SCC is in a positon of strength to deliver a
compelling and exciting Healthcare brand for the future.

KEY CHALLENGES
IN THE HEALTHCARE
SECTOR
An Unpredictable Landscape
Healthcare organisations face a rapidly changing landscape whilst at the same
time being challenged to provide new and improved services to the patients they
serve. As organisations drive for clinical excellence, inclusivity and innovation,
external influences require consideration and provide a constant backdrop of
uncertainty.
The pivotal unrelenting challenge is how to manage the impact of an ageing
population suffering with more complex conditions, against a back drop of
financial austerity. The Office for National Statistics report, ‘Overview of the UK
population: July 2017’, states that improvements in healthcare and lifestyle have
contributed to the development of a growing and ageing population. In 2016 the
UK populace was 65.6 million, its largest ever, with projections of this reaching
over 74 million by 2039. In 2016, the Old Age Dependency Ratio (OADR) was 285
people aged 65 and over for every 1,000 people aged 16 to 64 years, and this is
increasing. NHS England confirm that 15 million people in England living with long
term conditions have the greatest healthcare needs of the population (50% of all
GP appointments and 70% of all bed days) with their treatment and care absorbing
70% of acute and primary care budgets. This demographic change has increased
cost and pressure on healthcare services with the trend set to continue.
This “overburdening” of the system creates inherent problems and risk, with
technology now at the forefront of trying to provide answers. Helping to “join”
up previous silos of technology, data and people will help prevent patients from
falling “through the gaps” between Primary, Secondary and Tertiary Care systems.
It will also help the whole industry to better understand their populations so that
preventative care can have an impact on patient throughput, quality of care and
clinical outcomes, especially by being able to push care further into the community
at a lower cost.
The priority sought from the formation of Sustainability and Transformation
Planning Groups, Accountable Care Systems and Integrated Care Groups aims
to form joined up plans for care that have real longevity and impact in the longer
term to more effectively move patients through the healthcare system. All of which
aim to address key issues such as A&E over burdening and bed blocking by either
reducing those who need to be present at A&E, or ensuring that once properly
treated they can be appropriately moved back into the community to release vital
space for others.
The most evident external dilemma is how to prepare for the impact of Brexit
and what that may mean for healthcare organisations. Understanding what
arrangements need to be made for the withdrawal from the European Union
in March 2019 is key for strategic planning. Ambiguity surrounding legal,
constitutional and practical consequences along with impassioned debate and
intense media coverage remains as the Brexit debate continues. Organisations
are having to reassess and focus on the prioritisation of their strategic plans, in
light of the forthcoming additional Brexit workload, which adds another set of
complexities.
Healthcare services are heavily reliant on EU staff and being able to attract the
very best healthcare professionals from abroad is critical to ongoing success.
Problematic recruitment and retention of EU nationals following the Brexit vote
is contributing to shortages of key staff and impacting budgets as agency staff
are required to fill vacancies. In addition, the uncertainty surrounding loss of EU
funding for research and development and how this will be mitigated, along with
the impact of EU directives that affect many areas of UK law and the delivery of
healthcare services continues.

Delivering Quality Services to Patients
Patients’ expectations have increased significantly as they want the services they receive
to have the agility and efficiency found in the private sector. They require easy access
to faster and simpler services with accurate information. This creates a dilemma for
healthcare organisations as they strive to deliver digital transformation and better services
at a reduced cost.
Social care issues in the UK are under intense scrutiny. A significant debate being how to
reduce the increasingly high cost of social care delivery to a growing, ageing population,
whilst at the same time providing high standards of coordinated care and adapt to the
changing needs of the public. There is a drive for health and social care integration that is
focused on delivering against joint local priorities, where data is effectively shared in the
interest of patients using services and processes that are streamlined across accountable
health and care organisations.
Key areas of focus are how to build a healthcare ecosystem to smooth the patient pathway,
improve patient experience and satisfaction. Additionally how to provide supplementary
proactive and preventative care services, where treatment is provided in the community
to avoid progression to a more expensive care environment. This ecosystem is adversely
affected by the shortage of healthcare professionals derived from contributory factors
including; a lack of funding for training, workplace mobility, pay, career opportunities and
the everyday pressure of the working environment.
Transformational Patient Centric Services
Transforming patient services and the way the organisation behaves and operates on
the front line, is crucial to providing value. This requires fundamental change, not just
upgrading or transitioning to new versions of services that ultimately do not develop
the organisation, drive progress or provide the cost savings required to meet budget
constraints. At a time when healthcare services face multiple challenges, technology,
digital tools and approaches play a key role as they consider how to future proof
investments and services to become more competitive and deliver better patient
outcomes.
Enabling better connectivity, communication and data sharing between all areas who
provide patient services is desirable as is improving clinical workflows. However
many healthcare organisations need to support legacy technologies and spend a
disproportionate amount of time delivering day to day services with little opportunity
to drive innovation and digital transformation. Cultural change is required to create an
environment for effective departmental and inter-organisational collaboration, where
efficiencies can be gained. Creating interoperability between healthcare organisations
would support the NHS ambition of launching an Integrated Patient Record System
by 2020.
Healthcare organisations need to provide and evidence better standards of care, to attract
more services and to protect the services they provide for the community they serve.
The Elective Care Transformation Programme from NHS England working in partnership
with NHS organisations and other partners, allows alternative patient pathways for nonemergency care, providing choice for patients about where they receive their treatment.
This elective care environment creates competition to secure Clinical Commissioning
Group (CCG) funding, which pays per procedure, whilst at the same time some CCGs are
merging to cut costs, improve services and collaboration.
New Technologies and Protecting Patient Data
Demand for patient services is increasingly more diverse and complex. Reducing
administrative overheads by exploring and harnessing Automation and AI to deliver
repetitive tasks with greater consistency and speed is desirable, along with reducing
imposed risk on clinicians, staff and processes due to a lack of time or funds. Updating
legacy infrastructure is required to take advantage of these IT innovations and this must
be achieved whilst addressing pressures on budgets as the emphasis moves to focus on
frontline patient services.
New technologies such as AI, Automation and Data Analytics are set to transform
healthcare, as the drive for improved data, patient record information, new applications,
mobile technologies and clinical diagnosis continues. Barriers to taking advantage of
these efficiencies and other Cloud based solutions in the Healthcare Sector, include legacy
systems integration, data security and a shortage of technical skills and knowledge.
Digital skills is a specific gap, as there is a growing requirement due to the changing nature
of protecting patient and staff data. Following recent cyber security attacks including the
WannaCry attack in 2017, organisations are looking at how they can better secure data and
in turn be confident in how it is being used. Organisations are required to review their data
protection procedures and make any changes required to be compliant with the General
Data Protection Regulation (GDPR). Following GDPR, NHS Digital launched a Data Security
and Protection Toolkit, a self-assessment tool that all organisations must use if they have
access to NHS patient data and systems.
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Fundamentally important to SCC for many years, our depth of
experience, knowledge and sector insight has allowed us to develop
a deep appreciation of the key challenges faced by our Healthcare
Sector customers. Applying this understanding to our broad
portfolio of services and solutions, we have identified five solution
areas that can directly and positively address key challenges faced
by the sector today.
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THESE ARE:
Transforming Workplaces – Flexible access to data and applications
whenever and wherever they are required, whilst protecting the
organisation’s infrastructure.
Managed Document Services – Improved data management,
accessibility and collaboration through document digitisation.
Clinical Imaging Solutions – Improve clinical workflows and pathways,
reduce workload and automate processes.
Managing Hybrid Workloads – Consume cloud services from a variety
of cloud providers to best suit the organisation’s workloads.
Protect and Secure – Security and event management to proactively
monitor, alert and manage threats to the organisation’s infrastructure.

TRANSFORMING WORKPLACES
As Hospitals and Emergency Units struggle to cope with the high
demand of patients for immediate access to medical treatment
and care, healthcare organisations are trying to move to a
proactive and preventative model of care, which shifts care back
into the community and gives citizens easier access to local
services and self-serve options. By enabling flexible working
options, healthcare workers can access the data and applications
they require securely from any location on any device.
This in turn means that the right decisions for the patient can more easily be
made, by the right person, at the right time. Educating citizens and enabling
them to self-serve will also minimise strains on the healthcare industry by
allowing them to take a more active role in their care with the results being
evidenced through reduced wait times, improved patient outcomes, and
reduced operational costs.
Continually challenged to reduce overheads, healthcare organisations could
massively benefit from harnessing artificial intelligence and deploying process
automation, however their legacy infrastructure and applications are sometimes
barriers to achieving this goal. Many healthcare organisations are struggling to
support their legacy environments, spending a disproportionate effort delivering
day to day legacy services which allows little opportunity to drive innovation and
harness new technologies, which would deliver an improved patient experience
and increase satisfaction. New technology is beginning to relieve some of these
issues and cultural changes are also occurring that could enable genuine
workplace transformation.
Desktop as a Service
SCC’s Desktop as a Service (DaaS) can help healthcare organisations provide a
modern, patient-centric environment that offers access to applications, whenever
and wherever it is needed, whilst protecting the underlying infrastructure’s
integrity. SCC’s DaaS ensures ongoing security, compliance and availability of
healthcare organisations desktop services and applications. Moving to a DaaS
solution removes the need for expensive PCs, by using cost effective, eco-friendly,
thin client hardware. Hosted on SCC’s secure and resilient cloud platform, DaaS
allows organisations to rapidly provision users and offer flexible device options for
users, so they can work from any location on their preferred device. DaaS can fully
support Bring Your Own Device (BYOD) initiatives to allow staff to bring and use
their own technology to securely access their applications.
Our hosted DaaS solution is delivered as a managed service, with SCC maintaining,
managing and updating desktop profiles and operating systems to ensure it is
always up to date with vendor releases and refresh schedules. This not only frees
up internal IT resource to focus on business critical tasks but also enables the easy
roll out of new applications to the IT estate, with updates installed to devices in one
go. Healthcare organisations benefit from continuous support hours, guaranteed
service levels and predictable monthly costs. By replacing the traditional capital
expenditure associated with upgrades and refreshes, and replacing it with
a simple consumption based model, authorities can drive cost savings and
significantly lower the total cost of ownership of their estate.
The service is charged on a per user basis providing the ability to scale up and
down as healthcare organisations’ requirements change whilst only being charged
for current active users. Increased clarity of what devices are active across the IT
estate enables the optimisation of the device estate to drive cost savings through
device and application rationalisation.
Our DaaS solution is hosted on either SCC’s shared cloud platform or our
government accredited secure cloud platform, Sentinel. This supports any
‘cloud first’ strategies the organisation may have whilst future proofing their
infrastructure as cloud adoption continues in the sector.
Workplace Transformation Consultancy
Our consultants regularly engage with healthcare organisations to understand
how their current workplace is being used and to map the steps required to
transform into a digital workplace. Using our tried and trusted methodology,
we Discover, Analyse, Design, and Deliver rapid transformation to the workplace,
specifically architected to each organisations’ requirements.

Benefits
•
•
•
•
•
•
•
•

Mobilises and increases flexibility to healthcare workers around the
“point of care” and how they choose to deliver it
Flexible, consumption based model allows healthcare organisations to
scale as required
Modern, supported infrastructure which enables new ways of working
Easier access to core clinical applications
Streamlined deployment of applications personalised to each worker
Consistent desktop experience across all deployed devices
Releasing scarce resources to focus on delivering value to the
healthcare organisation
Enables property rationalisation and supports environmental goals.

MANAGED DOCUMENT SERVICES
Due to increased demand for care services, caused by an aging
population and the increase of people living with long term
diseases, healthcare organisations need to streamline working
processes, to drive efficiency and cost savings.
By enabling employees in the community to deliver exceptional patient care with
constant access to all the information they require, and by providing communities
access to self-serve, healthcare organisations can move healthcare services to a
proactive and preventative approach, which will reduce the strain on hospitals.
Improving clinical workflows through data management can smooth the patient’s
journey through the healthcare system. By enabling interoperability between
organisations and other agencies, healthcare organisations can improve the
patient experience and increase satisfaction levels. A single view of the patient
through the collation and integration of paper and digital sources that supports
the DHSC Paperless Agenda, allows healthcare organisations to take advantage
of innovations such as data analytics, to make more informed decisions and
provide personalised services tailored to a patient’s requirements.
Managed Document Services
SCC’s Managed Document Services provide innovative, digital document
management solutions to help customers improve their efficiency, streamline
workflows and reduce costs. Patient record scanning services assist practices,
hospitals and clinics to add paper-based patient/medical records to their
Electronic Document Management systems and Electronic Patient Records.
Our Managed Print Room solutions include expert, secure, scanning services,
which enable our healthcare customers to digitise sensitive patient documents
and records without the need to send them off site. We are able to deploy smarter
digital working methods and skilled resources which reduce print volumes and
improve file accessibility. The upstream costs of physical filing are removed and
comprehensive document management becomes more efficient and effective.
We can also offer specialist secure off site scanning for large volume archiving
and specialist litigation support.
Digitisation allows data siloes to be identified and eliminated to create a
comprehensive, integrated, indexed view of all data held by the organisation.
This is particularly important following recent changes to data protection laws
and for ensuring data security, as digital versions of documents are more secure
than paper versions, protected against accidental destruction or damage.
Storing digitised documents in either an on-premise or an accredited secure
hosted solution, such as SCC’s secure cloud platform, Sentinel, ensures the
security and integrity of the healthcare organisation’s data, documents and
records. Moving to a cloud environment increases the accessibility of information,
making it available from anywhere, at any time, in a highly secure and controlled
manner. The ability to access relevant, comprehensive information actively
promotes an agile working environment that supports remote workers in the
delivery of better patient care in the community. Centralising all data encourages
collaboration and communication between healthcare organisations and other
public sector bodies.
Our document digitisation service is fully managed by SCC, giving healthcare
organisations access to SCC’s specialist managed print resources, without the
requirement for recruiting and retaining additional in-house skills.

Benefits
•
•
•
•

•

•

•
•
•
•

Helps to deliver the Paperless Agenda set by the Department
of Health and Social Care
Predictable, controllable and appropriate expenditure
Creates a single, integrated view of the patient via document
digitisation
Medical records can be shared quickly and easily across
multiple healthcare organisations, allowing collaboration
across agencies
Increased accessibility of information for staff and patients,
to enable self-serve initiatives and remote access for
community workers
Increased data security as digitised versions of documents
are more secure than paper versions and protected against
accidental destruction or damage
Faster data replication of digital data
Easy access to historic information
Enables rationalisation of property assets
Positively supports sustainability agendas.

CLINICAL IMAGING SOLUTIONS
With Healthcare organisations struggling to meet
the ever increasing requirements of patients and
communities, there is a need to identify approaches
which can streamline clinical workflows, enable
better collaboration, reduce costs and improve patient
outcomes.
To deliver true digital transformation in healthcare, organisations
need to address the siloes of technology, data and people and have
more flexibility in how they digitise and interrogate data. To ultimately
improve the standard of care and enable preventative care methods,
the healthcare environment has to augment and accelerate patient
pathways and push care further into the community at a lower cost.
Better interoperability between healthcare organisations and the
facilitation of better data accessibility enables this objective and
explicitly supports the NHS’ ambitions for integrated patient records
across the UK.
Clinical Imaging solutions focus on digitising data across a range of
modalities, to increase the accessibility of data to both onsite and
mobile workers, providing insight into patients’ data, and enabling
increased collaboration both internally within the organisation and
with external partners. Enabling data sharing with other healthcare
organisations can smooth and accelerate the patient’s treatment
pathway improving their overall experience and driving improved
outcomes. Utilising intelligent applications and inherent machine
learning within these systems can support improved diagnosis and
treatment accuracy (in turn reducing clinical risk and ensuring better
patient experiences) and deal with the pressures faced by clinicians
that high case volumes and increased process complexity often
creates on a daily basis.
SCC works with healthcare organisations to identify and help them
procure the most appropriate imaging solutions for their needs
which support their long term strategies and drives maximum
benefit into their workflows. Working with our best of breed Clinical
Imaging repository and Content Management partners, we identify
and understand an organisation’s business needs and respective
technology requirements to design and implement appropriate end
to end imaging solutions. Our initial focus is to help our healthcare
customers to identify which partners meet their requirements around
their specific clinical needs and digital maturity, then to overlay SCC’s
infrastructure and data centre capabilities to deploy the most effective
and flexible system to deliver the Clinical Imaging solution.
As Clinical Imaging solutions automate many clinical reporting
processes, and are integrated with the core healthcare systems to
accelerate and simplify workflows, they should also be located within
a robust and high performing infrastructure, whether on or off premise.

SCC has extensive experience of delivering and managing on-premise
converged infrastructure, but can also offer both private and hybrid
cloud options from our own fully managed UK-based data centres, or
via our partners, AWS or Microsoft.
To support and guide customers in this area, we have designated
Clinical Leads who are able to support and augment the overall design
and deployment process to ensure clinical safety.
Benefits
•
•
•
•
•
•
•
•

Retain key clinical staff by providing a digitally transformed
environment
Reduce risk by reducing workload, automating processes,
improving clinical workflows
Opportunities to improve integration and collaboration
between trusts or agencies
Integrated, standardised data allows easier interoperability
with future applications
Improved patient experiences by making relevant data
available to clinicians at the right time
Reduced costs by rapidly retiring legacy applications
Better control of patient data in a single, integrated data store
Improved interrogation of data to achieve meaningful clinical
outcomes.

MANAGING HYBRID WORKLOADS
The unrelenting challenge currently facing healthcare
organisations is the potential impact of an ageing
population, who are suffering with more complex
long term illnesses. This strain on the healthcare
system creates inherent problems and risk, with
organisations needing to change how care is
delivered to patients to drive efficiency and create
cost savings which can then be reinvested.
Increasing collaboration between healthcare organisations and
partners, as well as the implementation of shared services could
help organisations streamline clinical workflows to deliver an
enhanced patient experience, within budget constraints. As healthcare
organisations hold an ever-growing repository of patient information
and confidential medical data, they are challenged with how to keep
patient data secure whilst complying with increased regulation and
GDPR compliance.
SCC is well positioned to help healthcare organisations with these
challenges as we own and manage three Tier 3 data centres in the
UK and operate our own private cloud environment, Cloud+, and our
secure, government accredited Official cloud environment, Sentinel.
We also have strong partnerships with hyperscale providers such as
Microsoft Azure and Amazon Web Services which allow us to offer
healthcare organisations a choice of hybrid cloud services to provide
the most appropriate cloud solution for their infrastructure and
workloads.
Our Data Centres sit on our national fibre optic network Platform One.
Platform One connects through our secure and resilient backbone into
SCC’s cloud infrastructures and offers private connections into the
hyperscale clouds provided by Microsoft and Amazon.
Universal Cloud Services
SCC Universal Cloud Services (UCS) allows healthcare organisations to
consume cloud services on a pay-as-you-go model, selecting services
from a variety of cloud providers to best suit workload requirements.
The service allows healthcare organisations to mix traditional hosting
with cloud services to create a hybrid solution, composed of public
cloud, private cloud, and on-premise infrastructure and services
which combine to work seamlessly as one platform.
SCC’s UCS is available as a managed service, allowing healthcare
organisations to consume cloud services from multiple providers,

with visibility through one management platform, and one consolidated
monthly bill. The platform can provide detailed billing insights, data
usage reports, and analytics to enable the organisation to track
consumption and rationalise infrastructure, minimising waste
storage, and bandwidth.
SCC’s Network Operations Centres in the UK, Romania and Vietnam
offer proactive 24x7 monitoring and management of the infrastructure,
standardised across all environments, and has the tools and
experience to migrate workloads between platforms.
Working alongside healthcare organisations, SCC provide consultancy
services based upon our extensive public sector experience, advising
on which workloads are best suited for a cloud environment to
help deploy the optimum model right for applications, security
requirements and budget.
Implementing a hybrid cloud solution allows organisations to mitigate
the challenges caused by complex applications built on legacy
infrastructures, deciding which workloads to move to the public cloud,
which could be migrated to private cloud, and which need to be kept
onsite. This ensures healthcare organisations reap the maximum
benefit and optimised performance from each workload. Some
services cannot be moved to the public cloud due to regulatory and
legal restrictions, therefore opting for a hybrid cloud solution allows
these workloads to be managed either on-premise or stored in SCC’s
secure private cloud, Sentinel.
Hybrid cloud allows healthcare organisations to take advantage
of unlimited resources based on demand-driven usage and move
workloads to their optimum environment for performance.
Benefits
•

•
•
•
•

Customers can be transitioned to the service quickly, enabling
rapid and secure consumption of cloud services with the
support they need
The IT environment is more agile and scalable to future
requirements
Effective workload provisioning is enabled and accelerated
Consumption based reporting allows accurate billing to
service consumers
SCC offers multiple levels of support from consultancy,
simple support, and maintenance to a full managed service.

and anti-malware. These solutions work seamlessly together to protect
against and halt the spread of viruses, malware and ransomware
attacks. SCC can design, install and manage these solutions using our
own in-house expertise. Our range of security solutions also includes
network enforcement, policy and access control, VPN, cloud security,
and end point security.
Security Information and Event Management (SIEM)
Healthcare organisations face constant targeted security attacks which
are always advancing in complexity and ingenuity every year. In today’s
landscape, Security Information and Event Management (SIEM) is
an important area of any organisation’s security strategy, to monitor
the whole network and all connected devices and proactively alert
organisations of impending risk. SCC can deliver a full SIEM service for
healthcare organisations to protect their data, information, intellectual
property and most valuable information assets.
With the ability to integrate with a wide range of customer systems
including environment logs and network devices, endpoints and
applications, SCC’s SIEM service delivers a complete view of visible
and ‘invisible’ security threats to your organisation. By collecting data
from multiple sources and comparing it against a globally sourced
catalogue of known and emerging threats, the SIEM system can
proactively alert the organisation when a threat is detected, so they
can anticipate and respond to the intrusion.
Using the market-leading advanced analytics engine, IBM QRadar,
SCC’s SIEM service provides 24/7 proactive security event monitoring
and alerting, removing the burden of having onsite security specialists
as we manage a bank of available, highly skilled resources, flexing up
or down as required. Our Security Operations Centre complies with
many government accreditations including ISO 27001:2013, GPG13
security compliance for PSN, and PCI Compliance.
Ensuring the security of the organisations infrastructure from daily
cyber-attacks or events with real-time monitoring and reporting, SCC
releases both time and resource for the organisation’s IT department,
by supporting the availability of core applications and the security
of data.
Benefits
•

SCC PROTECT AND SECURE
Securing patient and staff data has never been more
important. With recent high profile data breaches and
changes to data protection regulations, healthcare
organisations are under pressure to protect their
IT infrastructures and medical information. This
is compounded by the difficulty of integrating and
updating their legacy systems and a shortage of
in-house security skills. In some instances, legacy
security capabilities cannot meet growing threats,
for example the disruption caused by the Wannacry
attack in 2017.
SCC can help address these issues by enabling healthcare
organisations to provide medical professionals with secure access
to a compliant IT infrastructure that protects their data, network,
applications, and devices from internal and external security breaches.
Clinicians can have confidence that they are making decisions from
correct, complete, highly available and consistent data. Finance
Departments can have confidence that procedures are coded correctly
and revenue streams from the CCGs are correct and timely.
We work with leading industry manufacturers to offer security
solutions which will secure IT networks and infrastructure including
implementing next generation firewalls, which go beyond basic firewall
functionality to provide a host of other features including intrusion
prevention, sandboxing, web filtering, email filtering, SSL inspection,

•

•
•
•
•
•

Increased confidence to Clinicians that they are making
decisions from correct, complete, highly available, and
consistent data
Increased confidence to Finance departments that procedures
are coded correctly and revenue streams from CCGs is correct
and timely
Protects the healthcare organisation’s reputation and
productivity
Secures the organisation’s most valuable assets
– its confidential information and intellectual property
Transforms the organisation’s cyber-security approach from
reactive to proactive
Supports the organisation’s security compliance strategy
Reduces cost of security monitoring and risk assurance.

CUSTOMER
TESTIMONIALS
“The critical nature of our business requires IT systems and services of
the highest levels. Risk must be mitigated so that vital blood and organs
can be available to very literally save lives. SCC understand the gravitas
of our business and work alongside us to ensure that our complex
IT requirements are met. They have supported us a wide variety
of projects all of which assist us in driving forward our customer
focused IT strategy.”
“

Aaron Powell. Chief Digital Officer
NHS Blood and Transplant

“The cornerstone of the relationship between UHNM and SCC is that
of valuable and trusted advice. With their vendor agnostic stance, SCC
has independently recommended technology solutions and services
that we have subsequently implemented and utilised effectively and
efficiently. We will continue to engage with SCC, obtaining their input
into our future strategy, to ensure we continue to realise the full value
of our IT investment.”

Mark Bostock – IM&T Director
University Hospitals of North Midlands NHS Trust

“We had a vision to provide greater care to our patients through the
use of electronic prescribing of medications, and this was to be fully
implemented in the new Dumfries and Galloway Royal Infirmary.
This may sound relatively straight forward, however the technical
complexity required to achieve it was extensive, coupled with a “last
minute” decision to change the way the system was delivered. SCC
worked closely with us as at both an advisory and implementation level
to ensure that the new solution met our current and future needs, in the
limited timescale available. We have a long standing relationship with
SCC and the success of this project further reinforced that.”

Nigel Gammage, IT Delivery Manager
NHS Dumfries & Galloway

“The business of acute care never stops. We genuinely have to operate
around the clock every day of the year. Undertaking the deployment of
14,500 new devices into an environment such as that was no easy task,
yet we achieved this working collaboratively with our partner SCC. This
required detailed planning, strong project management, flexibility and
ability to scale up and down was exemplary. We now have modern, fast
and reliable end user device estate that we need in order to provide
the best possible care to our patients. We look forward to continuing to
work with SCC on future IT projects and initiatives.”

Andy White, Head of Business Systems
Guy’s and St Thomas’ NHS Foundation Trust
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